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3. 30aPUAANANYMZIANIZATAMINABNNIADT TI1UI 4 518N1T ANl
3.1 gunsal Core Switch 31uU 1 Ya HAMANBAZIANIZANL

3.1.1 flpssasraduanuaiy Modular Chassis $1uau Slots litipenan 6 Slots

3.1.2 $995UUUA Switching Capacity saulidasnin 900 Gbps wag Forwarding Rate
laitfoanin 250 Mpps lagaunwes Switching Capacity #e Slot fiotlitoynin 48
Gbps

3.1.3 fuulguseunanauas Switching Fabric WUy 1+1 %5® N+1 lagusg@nsain nns
yhailiianas iWeviheUsvananauas Switching Fabric ndnmegavinau

3.1.4 5993UN199197U ISSU (In Service Software Upgrade) wielsfanunsavin Software
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3.1.5 9935UN1991197U Nonstop Forwarding/Stateful Switchover (NSF/SSO) Ineiins
Synchronize fiuszwinagunsal dlunsdifigunsalialadvilads gunsalivde
fosannsaviaudeiosldlaglingausin viedanautRsug idieui

3.1.6 3 Redundant fans waz power supplies ImammiaaamLﬂﬁaummzﬁqﬂﬂiai
aule (Hot-Swappable)

3.1.7 ses5unein 10 Gigabit Ethernet (SFP+) I1udugegalitiosndn 68 wasn

3.1.8 fnesn 10 Gigabit Ethernet 91unuliitosnin 8 wosn wUU 10G SFP+ WiouLEUD
lugawiln 1000BASE-SX I1uiulidesndt 4 4 uay 10GBASE-SR duiulivey
N1 4 YA

3.1.9 dnesaluu 10/100/1000 91uaulitiesnin 48 wese Wuu non-blocking

3.1.10 @w150%1 IPv4 Routing and IPv6 Routing Tuszau Hardware

3.1.11 a11505835UT1UIU MAC Address leigaanliiaendn 55,000 MAC Entries

3.1.12 ﬂ']iJ’]iﬂ’ﬁ@\‘l%JUiJ’]G]ig’mbLﬁLLﬁ I[EEE802.1D, IEEE802.1w, IEEE802.15, IEEEB02.1p,
IEEE802.1Q wag IEEE802.3ad

3.1.13 @11150%1 IPvé4 Routing lauA Static Routing, RIP/RIPv2, BGP 4, IS-IS, Policy
Based Routing ez IPv6 Routing oA Static Routing, RIPng, OSPFV3, iag 1S-IS
for IPv6 e

3.1.14 @1317150%11 IP Multicast Membership oA IGMP v1/v2/v3, IGMP Filtering Wag
IGMP Snooping 1%

3.1.15 @1u150911 IP Multicast Routing Protocol oA PIMv1, PIMv2, Source Specific
Multicast (SSM), Multicast Source Discovery Protocol (MSDP) Tondusgnaiae

3.1.16 @3150%1 Access Control List (ACL) Layer 2-4 laggunsavsnunislgaula W
Tusgaunasn, VLAN wag Route Interface b9

3.1.17 @m15091 Quality of Service (QoS) laliitipanin 8 queue #e port

3.1.18 @11501997U Uni-Directional Link Detection (UDLD) d5unsiadauay
Renanavesnsideusemednyaamia Fiber-Optic ¢ vialausgunsaliii
ANANNNTORINE R

3.1.19 @1u150%11 Network Virtualization iuviawmalulad Multi-Virtual Route
Forwarding (VRF) wag Easy Virtual Networking (EVN) w%aﬁlus]‘ﬁ'l,ﬁammlﬁ

3.1.20 anansnsesiupTmaNNIIduALUasafevasgUnIniiarsru At eRse Ul
3.1.20.1 Port Security, Private VLAN Wag IEEE802.1x User Authentication
3.1.20.2 Multicast Wag Broadcast Storm Control



3.1.20.3 DHCP Snooping, Dynamic ARP Inspection (DAI), IP Source Guard (IP
& MAC Binding)
3.1.20.4 Unicast Reverse Path Forwarding (URPF)
3.1.21 @11159%1 Traffic Rate-Limiting i cPU lat
3.1.22 awnsasessunmsdsdayaaiiinisldauaieniy (P flow usage statistic) Tu
5ULUU NetFlow %38 sFlow 38 Cflowd %38 JFlow ludsgunsaidaiiutoyale
3.1.23 @1UN30UIMITINNTHALINUANT TN UVRIUNTINIETT
3.1.23.1 Command Line Interface (CLI), SNMPv3 was Web Browser (HTTP)
3.1.23.2 Telnet, SSHv2, NTPv3 gy Syslog
3.1.24 qUnsalv dosanunsofndauy Rack 197 16
3.1.25 HUNNFFUTBINNNINTEIU IEC, EN, UL uag VCCI
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3.2 gunsal Network Switch 31u7U 5 ¥a JAMENEUTIANIZAN]

3.2.1  #wun Switching Bandwidth liitiesnin 216Gbps (Full-Duplex) waziiea
Forwarding rate laitlosnan 70Mpps

3.2.2 iwesa Ethernet wuu 10/100/1000 Sruaulitesnin 48 wose uazineoin
Uplink WUy 1000Base-X (SFP) aruaulidtiosnin 4 wese

323 1neaudIuu SDRAM %3e DRAM laitinanin 512 MB wagniieauduuy
Flash Memory lsitiognin 128 MB

3.2.4  $895UN3Y Stacking laldtioeanin 8 ¢ nedl Bandwidth ¥83n15¥in Stacking #io
Alitlesnin 80 Gbps

325  @wnsn3uduIn MAC Address laasanlidaeni 16,000 MAC Entries

3.2.6 :ﬁmmgm IEEE802.1D, IEEE802.1w, IEEE802.1s, IEEE802.1p, IEEE802.1Q ey
IEEE802.3ad \Juegnetioy

327 aunsauandsu VLAN Database lngld VTP vdo GVRP sewinagunsalady
Fyanaiidiaueomnld

3.2.8  @u1505095unsienu IPva wag IPv6 routing LWUU static 1gl

329  @113059ssuaNIanTanuNIRTIRae LAz Buduin Uity
(Authentication) fareluil IEEE802.1x, MAC-Authentication bypass Wag Web
Authentication tJugu

3.2.10 @131150%1 DHCP Server, DHCP Relay wag DHCP Snooping e

3.2.11 @wn3avi Quality of Service (QoS) asoluil



3.2.12

3.2.13
3.2.14

3.2.15

3.2.16
3.2.17

3.2.11.1 Classification: Source and Destination IP, MAC Address or TCP/UDP
Port Number (Layer 4)

3.2.11.2 Queuing & Scheduling: Priority Queuing, Weighted Round Robin
(WRR) %39 Shaped Round Robin (SRR)

3.2.11.3 Congestion Avoidance: Weighted Tail Drop (WTD) %38 Weighted
Random Early Detection (WRED)

mmimaﬁummmmméhummﬂaamﬁaﬁuaqqﬂmamamzwLﬂ%asziwé'fwialﬂﬁ

3.2.12.1 Bridge Protocol Data Unit (BPDU), Spanning Tree Root, Port
Security ¥3aLAEUWIN

3.2.12.2 Per-port Broadcast, Multicast ta¢ Unicast Storm Control

3.2.12.3 DHCP Snooping, Dynamic ARP Inspection/Protection, IP Source
Guard W3aLfiguLY

A11150%1 mirror port (SPAN) Wag remote mirror (RSPAN)

A11130vINI5UTNTIAN1THIU Console Port, Secure Shell (SSH) wag Web

Browser ¢

guUnsalY Aedanunsafnfiauy Rack 197 a

gunsnlfaslasunIsTuseansgIuuAuUaensiy UL wag EN

AATRIMUIENITAALINY Core Switch La@UD

3.3 gunsal Proxy Server 91U 1 Y AAaENYMZIRNIZA

3.3.1

3.3.2

333

334

3.3.5

3.3.6

3.3.7

Jugunsaiuuy Appliance Tioonuuuiniilatiiunuuasndoiazifiuanuidalu
msldaudunesiin w38 Web Application lngiany

fmheUszanananiglu (CPU) Liteundn 6 core 91u3u 1 4n waziiniemudn
d1599 (Memory) liitipenin 16GB

fmheuiiiiudoyal Hard Disk) wiagielsitiosndn 600 GB 1w 4 4n 10u
SULUU SAS vieRninlaefianansnsesfunsnaIuuuy RAID 10 wazanansash
Hot-Swappable 19

finesnidousaszuuiaIetnauuu Gigabit Ethernet shunulidifosndn 4 wase

11 Redundant power supply uusigunsal

v =

favansgnaeamnungvunedsessudldnunmunniglussdnsdnnulidesndy
200 User license
Jugunsaiviminidu Forward proxy 5833un1svita1unslusuu Explicit mode

lkag Transparent mode



3.3.8
339

3.3.10

3.3.11
3.3.12

3.3.13

3.3.14

3.3.15
3.3.16

3.3.17

3.3.18

3.3.19
3.3.20

3.3.21

gunsalanusaldan Protocol WCCP (Web Cache Communication Protocol )
fimnuanansalunisnsaaey Annses TuUuy real time Wedwundseianvoay
lodnliineidnannou Tnsdanuutiuglisnnia 90 Wefldus
flszuunisdnudangu Web sites 1 Category e Inganunsatidoyaain
g1udeya URL 34570531015 Web site vhlanuaziiasiesi degauuy Dynamic
Content Analysis aeldnn1s Category wslugnBeule

gunsalsessunstesiu Malware way Advanced persistent threats (APT)
gUnsais095UTEUUATIAABY Advance Malware %38 Advance Theats @113
A51891 File %30 Malware Taggainanuideiieves File (File Reputation) uag
\Ruteyaiilonsiaaeudounds (File Retrospection) ¢

[y

gUNI0lseIsUNINTIEBU Malwares Tugukuuves Anti-malware engine lngdl
Engine Mifitoidoadufisensu sgneios 2 svuu wazannsadenldnuegisla
pgavile Wiens 2 sruundouguld

soe5UTUsTmABaNISADENSIUY HTTP, HTTPs, SOCKS, native FTP, wag FTP over
HTTP traffic 1uegetioy
ftouatilflunsdansesvludfismanognasnianissuuseiu
finnuanunsalunisnsiadeu Layer 4 traffic Wietesrunisinsodeaisain
spyware

gunsalsessumsmuAunslgnu Web 2.0 application kaz3as5un1sAIUAY
micro-application lAunn31 150,000 applications

5995U User authentication fiu Active Directory %30 LDAP server ¢

@13150 syslog pushluds Server nmausnla
gunsaliiszuunenuuumaunsaluandlusuiuy Graphs wazsgszdenlurinte
ogeTiousiil

Web Proxy Summary

o

L4 Traffic Monitor Summary

n

Top URL Categories by Total Transactions

o

Top Application Types by Total Transactions
Top Malware Categories Detected

f.  Top Users by Bandwidth Used

g. Top Domains by Total Transactions
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3.3.22

3.3.23

Handaugiinauedeeglungu Leaders 4849 Gartner Magic Quadrant 6y
Secure Web Gateways U 2014
diauesnsedlasunilidaudssisnisiluiumudmiiennd vewdadusifiaue

amsulasansi

3.4 gUnsal Load balance 31u3u 1 ¥n JAENUUIANIZANL

3.4.1

3.4.2
343
3.4.4
345
3.4.6
3.4.7
3.4.8

3.4.9

3.4.10

3.4.11

3.4.12

Lﬂuqﬂﬂiiﬁ Application Delivery iy Intelligence Load Balancing #35©
Application Traffic Management

i1 Throughput liitleenin 5 Gbps

5895U 550,000 HTTP requests per second

AnInd1su Management WUV out of band wagil USB port litleanin 2 Ports
IWesALUU 10/100/1000 Ethernet 91310y 8 Wo5H

5095V 10 Gigabit Fiber (SFP+) litfaandn 2 Ports wiewfinvensldluouian

1 memory laitlesnin 8 GB wagdl Harddisk aualdtiosnin 500 GB
#3509 UWUU Hardware SSL lalsitasni 2,000 TPS (2K keys) wagliitioy
n11 4 Gbps bulk encryption

a1nsnviinisiudnteya (Compression) talaitfesndn 2.5 Gbps

3 Redundant Power Supply

@11150%1 connection persistence Imaamﬂ Cookie, Destination Address
Source Address, SSL 19

@131150911 Load Balance laglt Method wuu Round Robin, Ratio, Least

Connections ¢
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